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SECURE TELEVISION SIGNAL ENCODING AND
DECODING SYSTEM

This application is a continuation-in-part of copend-
ing applications by one or more of the same inventors
entitled “Line Tilt Compensation Method and Appara-
tus,” Ser. No. 773,488, filed on Sept. 9, 1985, “Minimi-
zation of Amplitude Gaps in a Line-Spin Scrambled
Signal,” Ser. No. 831,941, filed on Feb. 24, 1986, now
U.S. Pat. No. 4,827,510, Synchronization of Digital
Processing Timing Signals with a Video Signal,” Ser.
No. 829,268, filed on Feb. 14, 1986, and subsequently
abandoned and “Transmission and Reception of Televi-
sion Broadcasts in High-Fidelity Stereo Audio,” Ser.
No. 878,735, filed on June 26, 1986, which issued as U.S.
Pat. No. 4,712,240 on Dec. 8, 1987.

BACKGROUND OF THE INVENTION

This invention relates generally to television trans-
mission and reception systems and, more particularly, to
television signal encoding and decoding systems pro-
viding secure transmission and reception of both video
and audio components of a television signal.

Secure transmission of television signals has become a
matter of increasing importance with the growing pop-
ularity of video teleconferencing, cable TV and satellite
TV transmissions, and with the advent of direct-broad-
cast-satellite (DBS) transmission. Various television
signal encoding techniques have been developed that
provide varying levels of security, with corresponding
levels of complexity and cost. These range from rela-
tively simple but easy to “break’ sync-suppression tech-
niques, which can be employed to protect the video
component of a television signal, to relatively complex
but difficult to “break” digital encryption techniques,
which can be employed to protect both the video 'and
audio components of a television signal. One video
encoding technique that provides a relatively secure
video signal, with a modest amount of complexity and
cost, is line spin scrambling.

Line spin scrambling is performed in an encoder by
segmenting the active portion of each video line at a
breakpoint determined by a pseudorandom number
generator. The two segments of each video line are then
interchanged, or “rotated,” while the horizontal and
vertical synchronization and blanking intervals are left
intact. After transmission and reception of the video
signal, the signal is unscrambled in a decoder by revers-
ing the line spin scrambling applied to each video line in
the encoder. The spin breakpoint of each scrambled
video line is determined in the decoder by an identical
pseudorandom number generator that is synchronized
with ‘the pseudorandom number generator in the en-
coder. A typical line spin scrambling system is disclosed
in U.S. Pat. No. 4,070,693 to Shutterly.

Although line spin scrambling offers many advan-
tages, it has certain disadvantages. One of the disadvan-
tages is that an amplitude gap or discontinuity appears
at the point in each scrambled video line where the two
segments are pieced together. The amplitude gap results
from the difference in the amplitudes at the beginning
and the end of the active portion of each video line prior
to line spin scrambling. This is because, after scram-
bling, these two amplitudes are positioned at the same
point in the video line. The amplitude gap provides the
location of the spin breakpoint in each scrambled video
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2
line and, therefore, allows a pirate to unscramble the
scrambled video signal.

In addition to providing a means for unscrambling
the scrambled video signal, the amplitude gap or dis-
continuity in each scrambled video line also causes a
distortion in the unscrambled video line. The distortion
results from the very high frequency content of the
discontinuity and the limited bandwidth of conven-
tional television transmission and reception systems The
distortion occurs during the transmission and reception
process and appears in the vicinity of the discontinuity
in each scrambled video line. As a result of unscram-
bling, the distortion is shifted to the beginning and the
end of the active portion of the unscrambled video line.

Another disadvantage of line spin scrambling is a
distortion .in the unscrambled video signal caused by
line tilt. Line tilt is a sawtooth-shaped voltage error that
also corrupts each video line during the transmission
and reception process. The phase of the sawtooth wave-
form is such that a linear charge ramp occurs during the
horizontal blanking interval and a linear discharge ramp
occurs during the active portion of the video line. The
linear discharge ramp corrupts the active portion of
each video line whether the video line is scrambled with
the line spin technique or not. However, the effect on a
received picture is generally undetectable when a video
signal has not been line-spin scrambled. This is because
the amplitude and phase of the line tilt are approxi-
mately the same for all video lines and, therefore, the
effect across the received picture is constant in the
vertical direction and is a gradual luminance variation
in the horizontal direction. However, a video line that
has been line-spin scrambled has the full amplitude of
the line tilt applied at a single point, where the two
segments are pieced back together during unscram-
bling. This causes a sharp luminance discontinuity at the
randomly chosen spin breakpoint in each video line,
resulting in a chaotic hashing of luminance striations in
the received picture.

Although the video component of a television signal
can be made relatively secure by line spin scrambling,
the audio component of the television signal is prefera-
bly made secure by digital encryption techniques. Be-
cause of the increasing popularity of stereo television
broadcasts, the audio signal is frequently a stereo audio
signal. However, a conventional NTSC (National Tele-
vision System Committee) television signal provides
only a single channel for the audio signal on a subcarrier
frequency at 4.5 MHz above the video carrier fre-
quency. The 4.5 MHz audio channel is not sufficiently
separated from the video upper bandwidth at 4.2 MHz
to easily accommodate the bandwidth required for a
stereo audio signal.

Various techniques, which vary depending upon the
mode of transmission of the television signal, have been
devised for transmitting stereo audio within these band-
width limitations. For ground-based television transmis-
sion systems, such as over-the-air or cable transmission
systems, the bandwidth of the television signal is gener-
ally limited to 4.5 MHz. One technique for transmitting
stereo audio within this 4.5 MHz bandwidth limitation
is to transmit the stereo audio signal in a burst during
the video horizontal blanking interval. However, a
digitally-encrypted stereo audio signal cannot be trans-
mitted during the brief horizontal blanking interval
unless the digitized signal is either compressed or the
sampling rate of the stereo audio signal is reduced
below the Nyquist sampling rate. Both of these alterna-
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tives severely degrade the quality of the stereo sound.
In addition, transmitting an audio signal during the
video horizontal blanking interval destroys both the
video horizontal synchronization signal and the video
color burst signal.

For satellite-based transmission systems, analog ste-
reo audio signals are frequently transmitted over two
separate channels at subcarrier frequencies of 5.8 and
7.6 MHz above the video carrier frequency. The two
channels are necessary because the conventional NTSC
audio channel at 4.5 MHz interferes with the video
signal and, therefore, is generally not transmitted. How-
ever, the two satellite channels are typically analog
channels and cannot accommodate the bandwidth re-
quired for transmission of a digitally-encrypted stereo
audio signal, unless the digitized signal is either com-
pressed or the sampling rate of the stereo audio signal is
reduced below the Nyquist sampling rate.

Accordingly, there has been a long existing need in
the broadcasting industry for an improved television
transmission and reception system employing line spin
scrambling for the video signal and digital encryption
for the audio signal. The line-spin scrambled video sig-
nal should be capable of being transmitted and received
without suffering from the disadvantageous effects
caused by amplitude gaps and line tilt. The digitally-
encrypted audio signal'should be capable of being trans-
mitted and received within the bandwidth limitations of
the conventional NTSC or satellite -television signal
without the digitized audio signal being compressed or
the sampling rate of the audio signal being reduced
below the Nyquist sampling rate. The present invention
clearly fulfills these needs.

SUMMARY OF THE INVENTION

The present invention resides in a television signal
encoding and decoding system providing a line-spin
scrambled video signal with substantially reduced am-
plitude gaps and line tilt and a digitally-encrypted audio
signal that can be transmitted within the bandwidth
limitations of a conventional NTSC television signal.
Briefly, and in general terms, the television signal en-
coding system, located at a television transmitter, in-
cludes a video and an audio encoder. The video encoder
selectively line spin scrambles, reverses and inverts
certain video lines or video line segments to generate a
line-spin scrambled video signal having amplitude gaps
less than some desired value. The audio encoder digi-
tally encrypts the audio signal and modulates the en-
crypted audio signal with a three-level partial response
waveform to generate an encrypted audio signal that
can be transmitted within the bandwidth limitations of a
conventional NTSC television signal. The television
signal decoding system, located at a television receiver,
includes a video and an audio decoder. The video de-
coder applies line tilt compensation to the received
line-spin scrambled video signal and then unscrambles
the compensated scrambled video signal. The audio
decoder demodulates and decrypts the received audio
signal.

More specifically, the video signal is digitized in the
video encoder by an analog-to-digital converter. A
digital timing signal generator synchronizes the sam-
pling rate of the analog-to-digital converter with a color
burst signal included in the digitized video signal The
digitized video signal is stored, one horizontal line of
video at a time, in a random access memory. The stored
samples of each video line are read from the random
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access memory in a sequence, and then inverted in an
inverter, according to the particular inverse, reverse
and line spin scrambling transforms being applied to the
video line or video line segment to minimize the ampli-
tude gap. A pseudorandom number generator provides
the line spin scrambling breakpoint.

A transform identifier, which indicates what particu-
lar transforms have been applied to each video line, is
encrypted in an encryptor along with a pseudorandom
number generator seed value. The transform identifier
is used for unscrambling the scrambled video signal and
the seed value is used to synchronize the pseudorandom
number generator with a similar pseudorandom number
generator at the receiver. The encrypted transform
identifier and seed value are then inserted into the hori-
zontal blanking interval of the line-spin scrambled video
signal.

The audio encoder digitally encrypts and modulates
the audio signal, which, in the presently preferred em-
bodiment of the invention, is a stereo audio signal. The
stereo audio signal is modulated with the three-level
partial response waveform, a pulse modulated code
utilizing three-level coded pulses rather than conven-
tional on-off or two-level coded pulses. This results in a
bandwidth reduction of approximately 50% over two-
level pulse code modulation, thus allowing the modu-
lated stereo audio signal to be transmitted within the
bandwidth limitations of the conventional NTSC televi-
sion signal. In a presently preferred embodiment of the
invention, for implementation in satellite-based trans-
mission systems, the stereo audio signal is modulated
with the three-level partial response waveform and then
digitally up-converted to a 6.6 MHz quadrature subcar-
rier frequency. In another presently preferred embodi-
ment of the invention, for implementation in ground-
based transmission systems, the modulated stereo audio
signal is multiplexed into the video signal during the
video horizontal blanking interval.

At a receiver, the line-spin scrambled video signal is
digitized in the video decoder by an analog-to-digital
converter. A digital timing signal generator synchro-
nizes the sampling rate of the analog-to-digital con-
verter with the color burst signal included in the digi-
tized scrambled video signal. Line tilt compensation is
then applied to the digitized scrambled video signal in a
line tilt compensation circuit. The compensated scram-
bled video signal is stored, one horizontal line of scram-
bled video at a time, in a random access memory. The
stored samples of each video line are read from the
random access memory in a sequence, and then inverted
in an inverter, according to the particular inverse, re-
verse and line spin scrambling transforms applied to the
video line in the video encoder. A pseudorandom num-
ber generator provides the same line spin scrambling
breakpoint that was applied to the video line in the
video encoder.

The transform identifier and pseudorandom number
generator seed value, which were encrypted and in-
serted into the horizontal blanking interval in the video
encoder, are removed from the horizontal blanking
interval of the scrambled video signal and decrypted by
a decryptor. The transform identifier provides the iden-
tity of the particular transforms applied to the video
lines in the encoder and the seed value synchronizes the
pseudorandom number generator in the video decoder
with the pseudorandom number generator in the video
encoder.
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